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ML Realtime Option 1 – Kafka Stream

• Adapting current ML approach with Kafka Stream
o Pros

▪ Kafka can handle large volumes of data with real-time data processing
▪ can be integrated with Zeek & is open source

o Cons
▪ Training and running the ML model in real time will take a lot of computational overhead and require robust hardware 

resources
▪ Might introduce compatibility issues & data privacy issues
▪ Creates a single point of failure

o Changes required for implementation
• Install and configure a Zeek to Kafka Plugin
▪ Build plugin based on GIT page
▪ Configure plugin

▪ Will require changing settings by creating a new Zeek Script

▪ Restart Zeek to begin forwarding logs to Kafka
▪ Verify log forwarding
▪ The model must be loaded into application's memory to ensure minimal latency in processing and predicting

o Will continually need to collect new batches of zeek logs over time

o The ML model will also need to continually be retrained & re-evaluated



ML Realtime Option 2 – Suricata & 
Watchdog
• Pros & Cons

o Pros
▪ Similar to Kafka will be able to ingest the proper number of logs in real time
▪ Can be integrated with Suricata & is open source

o Cons
▪ Same as kafka

• Computational overhead, technical challenges of setup and implementation, data privacy, and creates a single 
point of failure

• Requirements
o Configure suricata
o Output logs will need to be in eve.json format
o Will need a watchdog-specific script to continually monitor the eve.logs in real time

▪ Will also need to specify and understand the types of logs we want to include

o Then the second script will be the machine learning – which will have to have been 
loaded onto the python script memory with a library to do that (will need to look 
into options)

o All other steps remain the same



ML Considerations

• Implementation of 3rd party app & configuration to make real-time ML a reality

• Feasability of two fully functional ML components in time

• Partial functionality of realtime depending on implementation challenges that arise

• Still need to complete the planning stages of real-time since it was not in scope of project 
last semester 

• Previous two slides are rough outline



Caldera Issues cont.

• Exe file not compatible with RTU 
machines
oSecurity preventing exe file

from running

oCompatibility issues (old windows 
machine)

• to get caldera working it would probably require rewriting 
the entire agent program



Ping Flood attack

Says it dropped all packets? Storage filling up was an issue I 

was facing with agent 

deployment I didn’t know about



Other Potential Attacks

• Use the scripts written in old adversary box
oCould be a good way to remind myself of basic red-teaming

oThey are tested so we know they work

• With PowerShell I can automate DoS, Malware, or scripts to 
run periodically
o "Start-Process –FilePath "C:/.../..." -NoNewWindow"

• Could use the machine to attack the other machines
oThink botnet



Security Onion Work

• Created another swap file to try to fix the alerts and log 
issues



Security Onion Work

• Got the logs coming back into Security Onion Console by 
reverting to a previous snapshot, so had to redo some of 
the work in the past weeks

• Caused some issues with the grid display, but still intaking 
the sensors' logs



Security Onion Future Work

• Adjust the rules in Suricata for OT

• Explore more of the applications like Kibana since the alerts 
and logs are displayed

• Focus on better connection and transparency with each of 
the components, i.e., machine learning, Caldera, and 
Navigator



ATT&CK Navigator

• Docker container running on 
Gravwell VM to host Navigator 
locally.

• This way we can modify and 
dynamically update the matrix using 
ATT&CK APIs.

• Plan: Caldera/kali attacks > SO 
collects logs > logs build matrix with 
Navigator > SO Playbook uses this 
info to build prevention/detection 
rules > Playbook constructs its own 
matrix of TTP defense perimeter. 

https://attack.mitre.org/resources/attack-data-and-tools/
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